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Abstract— Biomedical research and clinical decision depend
increasingly on a number of authoritative databases, mostly
public and continually enriched via peer scientific
contributions. Given the dynamic nature of data and their usage
in the sensitive domain of biomedical science, it is important to
ensure retrieved data integrity and non-repudiation, that is,
ensure that retrieved data cannot be modified after retrieval
and that the database cannot validly deny that the particular
data has been provided as a result of a specific query. In this
paper, we propose the use of blockchain technology in
combination with digital signatures to create smart digital
contracts to seal the query and the respective results each time
a third-party requests evidence from a reference biomedical
database. The feasibility of the proposed approach is
demonstrated using a real blockchain infrastructure and a
publicly available medical risk factor reference repository.
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I. INTRODUCTION

Biomedical research and clinical practice relies increasingly on authoritative data gathered and curated in reference
biomedical databases. Examples include: clinical databases
(registries or academic clinical databases) that hold clinical
data on patient cohorts [1]; biomedical databases [2] with
current data on pharmaceuticals [3], metabolomics [4], inheritance data and other omics (for example, the rich collection
available from the European Bioinformatics Institute at
http://www.ebi.ac.uk/services); publication repositories and
other medical evidence repositories [5], either general purpose (the most prominent example being PubMed service by
the National Library of Medicine, USA) or high evidence
quality, such as Cochrane Library reports.
Biomedical references databases are continually updated
to include new data sets (e.g. PubMed included ~1M new records in 2016), and are often validated and, if necessary, updated to correct existing data. At any given point in time,
these data are heavily accessed by humans (clinicians, patients and researchers alike) and software (via appropriate application programming interfaces) to establish current evidence and inform clinical acts and biomedical research. As
such, it is important to ensure that data cannot be manipulated
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retrospectively and that data ‘consumers’ can have a proof of
what data were retrieved from the database at a given point
in time as a result of a specific query.
A reliable knowledge retrieval service has to fulfill at least
the following two important requirements; integrity and nonrepudiation. Integrity, means that the query and the retrieved
data cannot be modified (either by accident or deliberately),
once the retrieval operation completes. Non-repudiation, in
this context means that given any past retrieval operation, the
knowledge retrieval service cannot validly deny that the exact data have been provided by the service as a response to
the given query at the specific time. An interesting solution
that satisfies the above requirements can be found in the
emerging field of blockchain infrastructures. Blockchains inherently ensure the integrity of each recorded transaction.
Moreover, non-repudiation can also be accomplished if
blockchains are for example combined with digital signatures.
In this paper, we propose the use of blockchain technology
to create smart digital contracts to seal the query and the respective results each time a third-party requests evidence
from a reference biomedical database. The proposed approach is demonstrated on the powerful Ethereum blockchain
platform [6] with a retrieval service for the publicly available
CARRE risk factor reference repository [7]. The repository
has been developed in the context of the European Union
funded FP7-ICT project CARRE (Grant no. 611140), which
researched and developed novel personalised decision support services for managing comorbidities associated with cardiorenal disease.

II.

BACKGROUND

Blockchain is a distributed, incorruptible transaction management technology without one single trusted party. Each
new transaction is broadcasted to a distributed network of
nodes; once all nodes agree the transaction is valid, the transaction is added to a block. Every block contains a timestamp
and the hash (cryptographic seal) of the previous block and
the transaction data, thus creating an immutable, append-only
chain. Copies of the entire blockchain are maintained by each
participating node.
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The first blockchain was proposed for and implemented in
Bitcoin [8], a distributed infrastructure where users can make
financial transactions without the need of a regulator (e.g. a
bank). Nowadays, other blockchain infrastructures are
emerging, for example the Ethereum [6], where everyone can
participate in the blockchain generation, and the Hyperledger
Fabric [9], where only approved parties can post to the blockchain. In permissionless blockchains like Bitcoin and
Ethereum, all transactions are public, however, no direct
links to identities exist. When applied to financial transactions, this privacy preserving features can be enhanced even
further [10]. However, in applications that require non-repudiation, identity should be irrevocably maintained; this can
be ensured by the appropriate use of public key infrastructure
solutions [11],[12].
A recent systematic review on current state, limitations
and open research on blockchain technology [13] discusses a
number of blockchain applications that extend from cryptocurrency to Internet of things, smart contracts, smart property, digital content distribution, Botnet, and P2P broadcast
protocols. Currently, there is considerable optimism that
blockchain technology will revolutionize the healthcare industry [14]. Indeed, blockchain technology has been proposed as a solution for privacy-preserving control and
biomedical
database

sharing of patient personal healthcare data [15],[16],[17] and
for record management in clinical trials to ensure that data is
fully published and not tampered with [18],[19].

III.

QUERY NOTARY SERVICE

In this paper, we propose a lightweight wrapper for conventional databases that uses blockchain technology to offer
database query notary services to data consumers (humans
and programs alike). The proposed notary service administers contracts that seal a query placed to a database and the
returned results. The service offers irrevocable proof of data
retrieved by a specific query placed by a specific consumer,
thus establishing query transaction integrity and non-repudiation. In this way, the proposed system assures that the consumer is protected against a service that may accidently or
intentionally try to repudiate or alter a past query transaction.
The overall architecture is presented in Fig. 1. The main
component is the blockchain contract service that acts as a
mediator between conventional biomedical databases and
data consumers. The structure of the biomedical knowledge
could be any database model (i.e. SQL or NoSQL databases),
or even semantic repositories (i.e. RDF stores).
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Fig. 1 The general architecture of our query notary service.
The proposed notary service exhibits three computational
layers: (a) a data consumer front-end, which can be either an
interface for human data consumers or an application programming interface (API) for 3rd party programs that request
data from a biomedical database; (b) an interface to communicate with biomedical database interfaces, which is specific to each database API; and (c) the contract generation

ICBHI_2017_QueryNotaryService_preprint.docx

engine, which collates the query/results data and the consumer, prepares transactions and submits them to a blockchain infrastructure, and stores contract information (contract
address and its application binary interface).
The workflow of the notary service is as follows. First, the
data consumer front-end undertakes the communication with
the party placing the query to the database. In its simplest
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version, the query is forwarded to the database API via the
database API client. As an added-value, the query can also be
signed by a public key infrastructure to verify later the identity of the data consumer. The API client places the query via
the database API and retrieves the results; both (signed)
query and results are forwarded to the blockchain contract
service. Subsequently, these data are hashed (e.g. using
SHA256 [20]) and the hash is included in a smart contract
that is deployed to a blockchain infrastructure.
The contract generation engine then returns the query results to the data consumer via the front-end, accompanied by
the smart contract’s address on the blockchain, the application binary interface (ABI) to interact with the contract, and
the (signed) query and its results. A respective entry is also
made into the local contract database. The packet returned to
the data consumer contains also database certification information to verify the identity of the database and thus ensure
query transaction non-repudiation (for example, the database
blockchain public key signed by a digital certification authority). The consumer archives the query transaction (query and
signed response) in a local database for future reference.
At any later time, the data consumer or any third party can
verify the query transaction dataset by retrieving the respective contract from the blockchain infrastructure and comparing the retrieved hash of the original data with a new hash of
the claimed (signed) query and respective results.

transaction introduces a programmable logic into the blocks.
This functionality allows for smart programmable contracts
that have the ability to work autonomously in an if-this-thenthat fashion. The use of the Ethereum blockchain infrastructure requires running an Ethereum node using the Geth client
(version 1.5.9). Smart contracts are implemented in the Solidity language (https://solidity.readthedocs.io), while a
MongoDB database (https://www.mongodb.org) is deployed
for the local storage of contracts and respective information.

Fig. 2 Snapshot of contract deployment process in blockchain.
IV. IMPLEMENTATION & EXPERIMENTAL RESULTS

The proposed architecture was implemented to provide
query notary services for the CARRE risk factor reference
repository [7], an open, online database collecting current
high-level evidence on risk factors for the cardiorenal syndrome and related comorbidities. In this repository, risk factors are described in a structured way following the CARRE
risk factor ontology [21]. Risk evidence descriptions are
manually entered by authorized medical experts following a
collaborative literature survey process by which appropriate
medical publications of high level medical evidence are identified in PubMed and used to extract state-of-the-art medical
evidence on risk factors related to cardiorenal disease. The
resulting risk factor descriptions are available as Linked
Data, following the Resource Description Framework (RDF)
format (http://www.w3.org/TR/rdf-syntax), via an open access RDF repository. Currently the CARRE risk factor repository describes more than 100 different risk factors corresponding to 250 risk associations between more than 50 medical conditions related to cardiorenal disease as retrieved
from 65 scientific publications.
In this demonstration, blockchains were implemented using the Ethereum infrastructure [6], which in addition to the
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The front-end was implemented using JavaScript and Ajax
asynchronous requests to establish communication with the
CARRE RDF repository via its SPARQL endpoint client
(https://devices.duth.carre-project.eu/sparql). The Meteor
web framework (https://www.meteor.com) was used to connect the front-end with the backend of the query notary service.
Fig. 2 shows a snapshot of the notary service as implemented for CARRE risk factor repository. When a new query
is placed via the front end, the notary service communicates
with the CARRE repository and creates a smart contract out
of the query and the returned results. The contract is compiled
locally and then the bytecode is deployed on the Ethereum
blockchain. The front end provides information on the status
of the procedure and information on past queries and their
respective application binary interface on the Ethereum
blockchain.
Experimental verification used the Ropsten Ethereum test
network (https://testnet.etherscan.io), which simulates the
blockchain environment but is provided for free. At the time
of testing in July 2017, the transaction confirmation delay
was 30 to 50 seconds, and the cost of placing a transaction
into the Ethereum blockchain was 0.00302 Ether
(Ethereum’s cryptocurrency). With an exchange rate of 1

5

Ether = 171.64€ (31 Jul 2017, www.worldcoinindex.com),
the cost of one transaction was about 0.52€.

5.

6.
V. DISCUSSION
7.

This paper proposes a query notary for biomedical data
consumers (humans or programs alike) who need to retrieve
accurate and certified data from reference biomedical databases. The proposed approach utilizes blockchain technology
and is implemented using a real blockchain infrastructure and
a publicly available medical reference repository. The notary
is realized following the approach of software-as-a-service,
thus bringing the cost to the data consumer on a needs basis.
Additionally, a private blockchain network maintained by
health regulators, such as healthcare establishments and medical research organizations (similar to that proposed in [19])
could be established to alleviate this cost. Work in progress
includes design and development of a mechanism that exploits the blockchain to provide irrefutable version control of
database content and give undisputable proof that the results
returned via a query correspond to the most recent update.
Additional work addresses smart contracts involving dynamic graph data (e.g. Linked Open Data cloud datasets),
where the question is to combine certified sub-graphs (for example from different repositories) in order to validate larger,
integrated data graphs.
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